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Abstract: - Digital image information presently, a replace-
ment reversible image transformation technique is planned,
this system not only enhances the standard of the encrypted
image however additionally it will restore the key image in
lossless manner. It maintains the wonderful property that the
initial image cowl is losslessly recovered once information
embedded is extracted whereas protective the image con-
tent’s as confidential. Existing methodology of reversible
information hiding in encrypted Image supported Reversible
Image Transformation. Different from all existing secret
writing ways, existing methodology primarily based method-
ology allow user to transmute the information of original
image into another target image with constant size. that se-
cure the initial image, the transmuted image that looks like
the target image that is used because the encrypted image,
and therefore the transmutation is done between the small
blocks with little size, that enhance the standard of the en-
crypted image. During this survey paper totally different
reversible information hiding ways are analyzed. Our prin-
ciple finds best the PSNR as compare existing methodology
and recover original image.

Keywords— Reversible data hiding, Image encryption,
Image Histogram, Image Visibility, PSNR, Data Hiding,
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I. Introduction

Data hiding is that the method cowl} knowledge (represent-
ing some information) into cover media. That is, the infor-
mation hiding method links 2 sets of information, a group of
the embedded information and another set of the cover me-
dia information. The relationship between these 2 sets of
information characterizes totally different applications. For
example, in covert communications, the hidden information
could typically be immaterial to the cover media. In authen-
tication, however, the embedded information are closely
associated with the duvet media. In these 2 kinds of applica-
tions, invisibleness of hidden information is a vital demand.
In most cases of information hiding, the duvet media can
expertise some distortion because of knowledge hiding and
can't be inverted back to the initial media. That is, some
permanent distortion has occurred to the cover media even
when the hidden information are extracted out. [1].Data se-

curity ways are classified into 3 major classes. These are
cryptography, watermarking and steganography. In cryptog-
raphy the information is encrypted into indecipherable kind.
So, that it becomes disorganized [2]. Since cipher text has
unmeaning kind and so simply stimulates the curiosity of
cruel attackers who are willing to recover or destroy infor-
mation. However it doesn't encourage the existence of the
message [3].

In some applications, like diagnosing and enforcement, it's
vital to reverse the marked media back to the initial cover
media once the hidden information are retrieved for a few
legal concerns. In different applications, like remote sensing
and high-energy particle physical experimental investiga-
tion, it's conjointly desired that the initial cover media will
be recovered due to the specified high-precision nature. The
marking techniques satisfying this demand are mentioned as
reversible, lossless, distortion-free, or invertible information
hiding techniques. Reversible information hiding facilitates
huge risk of applications to link 2 sets of information in
such how that the duvet media will be losslessly recovered
once the hidden data are extracted out, therefore providing a
further avenue of handling 2 totally different sets of infor-
mation. Reversible information hiding (RDH) in pictures
may be a technique, by that the initial cover will be lossless-
ly recovered once the embedded message is extracted. This
vital technique is wide utilized in medical representational
process, military representational process and law forensics,
wherever no distortion of the initial cover is allowed [4, 5].
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Figurel RDH Process Diagram

Histogram is represent graphical illustration is comparable to
a chart that organizes a bunch of information points into
user-specified ranges. The bar chart condenses an infor-
mation series into a simply understood visual by taking sev-
eral data points and grouping them into logical ranges or
bins. A bar chart could be a graphical show of information
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exploitation bars of various heights. The horizontal axis of
the graph represents the color variations, whereas the verti-
cal axis represents the quantity of pixels therein explicit col-
or. The bar chart compresses an information series into a
simply understood visual by taking several data points and
grouping them into logical ranges. It plots the quantity of
pixels for every tonal value.
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Figure 2 Histogram Diagram
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An image bar chart may be a graphical illustration of the
pixels intensities distribution in a picture. Histograms are
created of bins, every bin representing a definite intensity
price vary. The bar chart is computed by examining all pic-
ture elements within the image and assignment every to a
bin looking on the pixel intensity. The peak of a bin repre-
sents the quantity of pixels appointed to that. The amount of
bins within which the full intensity vary is split is sometimes
within the order of the root of the quantity of pixels [6].
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Figure 3 image convert into image bar chart

Moreover, this distinction may modification with pictures,
applications and even at intervals one image. However,
within the current literature several innovative characteris-
tics and options are projected to explain the image content
and determine content modifications. Many image process
operations are listed in Tables one and a couple of. Opera-
tions given one preserve image content in most cases and so
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authentication ways have to be compelled to tolerate them.
Table two lists manipulations that modification the image
content and so they have to be detected by selective authen-
tication ways [7].

1. LITERATURE REVIEW

Lots of research has been done in the area of reversible data
hiding. In last few years various efficient methods have been
proposed for reversible data hiding. Some noticeable work in
area of reversible data hiding is as follows:

Zhang [8] suggests a novel method for separable reversible
data hiding .Here content owner first encrypts the original
uncompressed image using an encryption key m to produce
an encrypted image. Then, the data-hider compresses the
least significant bits (LSB) of the encrypted image using a
data-hiding key to create a sparse space to accommodate the
additional data. At the receiver side, the data embedded in
the created space can be easily retrieved from the encrypted
image containing additional data according to the data-
hiding key. Since the data embedding only affects the LSB,
a decryption with the encryption key can result in an image
similar to the original version. When using both of the en-
cryption and data-hiding keys, the embedded additional data
can be successfully extracted and the original image can be
perfectly recovered by exploiting the spatial correlation in
natural image

K. Ma [9] proposed a novel method for RDH in encrypted
images, for that method they do not “vacate room after en-
cryption” as done previously but “reserve room before en-
cryption with a traditional RDH algorithm, and thus it is
easy for the data hider to reversibly embed data in the en-
crypted image. The proposed method can achieve real re-
versibility that is data extraction and image recoveries are
error free. First up all they empty out room by embedding
LSBs of some pixels into other pixels with a traditional
RDH method and then encrypt the image, so the positions of
these LSBs in the encrypted image can be used to embed
data. Not only the proposed method separate data extraction
from image decryption but also achieves excellent perfor-
mance.

F. Mintzer et al. in [10]. Images marked with reversible visi-
ble watermark were posted on the Internet for application in
their digital library. The watermarked image was in the form
of a puzzle that the users could obtain easily using a program
for an extra fee, removing the watermark and thus recon-
structing the original image.
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Z. Ni, etal. [11] Presented a Robust Reversible Data Hiding
(RRDH) scheme to avoid the salt-and-pepper noise. The host
image is initially categorized into blocks of size 8x8 by us-
ing the Error Correction Coding (ECC) and permutation
methods. In order to realize reversibility of the image and
robustness if the image is subjected to JPEG compression,
the proposed method is quite effective.

Xinpeng et al. [12] this correspondence proposed a lossless,
reversible and data hiding schemes for public-key-encrypted
images probabilistic and homomorphic properties of cryp-
tosystems. With these schemes, the pixel divi-
sion/reorganization is avoided and the encryption/decryption
is performed on the cover pixels directly so that the amount
of encrypted data and the computational complexity are
lowered. Due to data embedding on encrypted domain may
result in a little bit distortion in plaintext domain due to the
homomorphic property, the embedded data can be extracted
and the original content can be recovered from the directly
decrypted image. With the combined technique, a receiver
may extract a part of embedded data before decryption, and
extract another part of embedded data and recover the origi-
nal plaintext image after decryption.

C. Anuradha et al. [13] proposed a secure and authenticated
descrete reversible Data hiding in cipher images deals with
security and authentication. In the first phase, a content
owner encrypts the original uncompressed image using an
encryption key. Then, a data hider may compress the least
significant bits of the encrypted image using a data hiding
key to create a sparse space to accommodate some additional
data. With an encrypted image containing additional data, if
a receiver has the data hiding key, receiver can extract the
additional data though receiver does not know the image
content. If the receiver has the encryption key, can decrypt
the received data to obtain an image similar to the original
one, but cannot extract the additional data. If the receiver has
both the data hiding key and the encryption key, can extract
the additional data and recover the original content without
any error by exploiting the spatial correlation in natural im-
age when the amount of additional data is not too large. It is
also a drawback because if the receiver has any one key as
known, and then he can take any one information from the
encrypted data. In order to achieve authentication SHA-1
algorithm is being used

Chen et al [14] observed that RDH scheme for an encrypted
signal is developed by taking digital image as an illustration
for description. While encryption the image, each pixel val-
ue was divided into two parts. Those two parts are Most
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Significant Bits (MSBs) numbering seven and one LSB and
these parts are encrypted. Based on the principles of homo-
morphism modification was effected to two encrypted LSBs
of each encrypted pixel pair in order to reversibly embed one
secret bit. This enables the receiver to retrieve the embedded
bits easily and recover the original image which is possible
by ascertaining the relationship between two decrypted
LSBs in each pixel pair. But, the intrinsic overflow could not
be averted

KokSheik Wong et. al. [15] introduced RDH in videos. In-
formation was implanted into a compressed video by con-
currently manipulating Mquant and quantized DCT coeffi-
cients, the significant parts of MPEG and H.26x-based com-
pression standards. When fed into an ordinary video decod-
er, the modified video can reconstruct the original video
even at the bit-to-bit level. Reverse zero run length (RZL)
was used to deed the statistics of macro block for realizing
high embedding efficiency trading off the payload.

I11. Expected Outcome

The main objective of the reversible image data hiding with
image data hiding improvement is to achieve real reversibil-
ity, separate data extraction and great improvement on the
quality of marked images. To solve the problems associated
with information extraction and image restoration. With
RDH formula for information embedding our objective is to
retrieve the initial image lossless

IV. Conclusion

A survey on numerous reversible information hiding tech-
niques is performed. Reversible information hiding schemes
for encrypted image with a low computation quality is ana-
lyzed, that consists of image secret writing, information hid-
ing and knowledge extraction/ image recovery phases. The
initial pictures are encrypted by a secret writing strategy.
Therefore a study regarding a secret writing strategy is per-
formed. Though an information hider doesn't know the ini-
tial content, he will insert the key information into the en-
crypted image by modifying a section of encrypted infor-
mation. Therefore ways for information embedding also are
detected. information hiding in Encrypted Image by Re-
versible Image Transformation, which might transform a
secret image to at random designated target image for ob-
taining an encrypted image which is employed because the
secret writing of secret image with smart visual quality, and
therefore the secret image will be improved with none loss.
It will defend the image content. therefore it's interesting to
implement RDH in encrypted pictures, by that the cloud
server will reversibly insert information into the image how-
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ever cannot get any information regarding the image con-
tents. The Mean square Error (MSE) should be most be-
tween the initial image and therefore the encrypted image
and therefore the PSNR should be low as a result of PSNR is
inversely dependent on the MSE.
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