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Abstract

This paper discusses the basis of authenticated key man-
agement with pairing and network key management with
certificateless cryptography in mobile ad hoc network (MA-
NET). A mobile ad hoc network is an autonomous collection
of mobile devices (laptops, smart phones, sensors, etc.) that
communicate with each other over wireless links and coop-
erate in a distributed manner in order to provide the neces-
sary network functionality in the absence of a fixed infra-
structure. In this work, we adopt this system's advantage
over MANET. To implement CL-PKE over MANET and to
make it practical, we incorporate the idea of Shamir's secret
sharing scheme. The master secret keys are shared among
some or all the MANET nodes. This makes the system self-
organized once the network has been initiated The study of
tripartite key agreement has great theoretical and practical
significance. Based on bilinear pairing and MA (message
authentication) schemes, an improved secure tripartite au-
thenticated key agreement protocol is proposed. In this paper
we study proposed protocol and enhance the key strength
according to simulation performed in MATLAB and we
present an idea of adopting certificateless public key encryp-
tion (CL-PKE) schemes over mobile ad hoc network (MA-
NET).

Keywords— Pairing, Key Agreement, Manets, Message
Authentication

Introduction

A MANET is a most promising and rapidly growing tech-
nology which is based on a self-organized and rapidly de-
ployed network [1]. Mobile Ad Hoc Networks (MANETS)
are wireless mobile nodes that cooperatively form a network
without infrastructure. In other words, ad hoc networking
allows devices to create a network on demand without prior
coordination or configuration. Thus, nodes within a MANET
are involved in routing and forwarding information between
neighbors, because there is no coordination or configuration
prior to setup of a MANET. MANETS are self-configuring
networks of mobile nodes without the presence of static in-
frastructure. They can also be heterogeneous, which means
that all nodes don’t have the same capacity in term of re-
sources (power consumptions, storage, computation, etc.).

Due to its great features, MANET attracts different real
world application areas where the networks topology chang-
es very quickly.

A good example is given by military battlefield networks.
In that case, mobile devices have different communications
capability such as radio range, battery life, data transmission
rate, etc.

MANETSs have many potential applications in both mili-
tary and civilian domains. Their self-organized and adaptive
form of node communications is particularly attractive in
certain scenarios where communication infrastructures are
either too expensive to build or too vulnerable to maintain.
However, due to Manets’ characteristics, they are suscepti-
ble to many types of attacks [5]. Wireless communication,
for example, is open to interference and interception, and
malicious nodes might create, alter, or replay routing infor-
mation to interrupt network operation. These nodes may also
launch a Sybil attack, in which a single node presents multi-
ple identities to others, or an identity replication attack, in
which clones of a compromised node are put into multiple
network places. Moreover, malicious nodes may inject bo-
gus data into the network to consume its scarce resources,
and selfish nodes can drop data packets of other nodes.

Characteristics and complexities of mobile ad hoc net-
works [3]:
+ Autonomous and infrastructure less
 Multi-hop routing
 Dynamic network topology
« Device heterogeneity
 Energy constrained operation
 Bandwidth constrained variable capacity links
« Limited physical security
 Network scalability
« Self-creation, self-organization and self-administration

Key management can be defined as a set of techniques and
procedures to support the establishment and maintenance of
keying relationships between authorized parties [4][5]. A
keying relationship is the process by which network nodes
share keying material to be used by cryptographic mecha-
nisms. The keying material can include public/private key
pairs, secret keys, initialization parameters, and non-secret
parameters supporting key management in various instances.
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Key management should also define methods to revoke keys
from compromised nodes and update keys from non-
compromised ones.

Key management for MANETSs must deal with dynamic
topology that is self-organized and decentralized [1] [2]. It
must also satisfy some requirements, such as:

* Not having a single point of failure

» Being compromise-tolerant; that is, the compromise of a
certain number of nodes does not affect the security between
non-compromised nodes

* Being able to efficiently and securely revoke keys of com-
promised nodes and update keys of non-compromised ones

* Being efficient in terms of storage, computation, and
communication

In ID-based schemes the node or user identity, such as an
email or IP address, is used to derive its public key, while
the private key is generally provided by an external entity.
ID-based key management has been gaining interest recent-
ly, and has been used by routing protocols, cooperation
mechanisms, cryptographic systems, and others.

The main advantages of IBC are the simple key manage-
ment process and the reduced memory storage cost, com-
pared with traditional public key methods. Nodes must
maintain only the PKG parameters and not the public key of
all other nodes.

The major problem with ID-based schemes is that the pri-
vate key of all users must be known by the PKG. In conven-
tional networks this is not an issue, but in MANETS in
which the PKG must be distributed or emulated by an arbi-
trary entity, this might be a major issue.

Identity-based schemes are normally specified by four ran-
domized algorithms [5]:

1 Setup: takes security parameters as input and returns a
master public/private key pair for the system. The master
private key is only known by the PKG.

2 Extract: takes the master private key and an identity of a
node as input, and returns the personal private key of the
node.

3 Encrypt: takes the master public key, the public key of the
destination node (derived from its identity), and the mes-
sage as input, and returns the corresponding cipher text.

4 Decrypt: takes the master public key, the private key of the
node, and a cipher text as input and returns the decrypted
message.

Preliminaries

ISSN:2319-7900

A. PAIRING: Let G1 be a cyclic additive group of prime
order g, and G2 be a cyclic multiplicative group of the same
order g, and e: G1xG1 — G2 be a pairing which satisfies
the following properties [22], [23]:
1) Bilinear:
e(P1 + P2,Q) = e(P1,Q)e(P2,Q),
e(P,Q1 + Q2) = e(P,Q1)e(P,Q2),
e(aP, bQ) = e(P,Q)ab,
where for all P,P1, P2,Q,Q01,Q2 € Gland a, b € Z*q
2) Non-degenerate: If P is generator of G1, then e(P,P) # 1
3) Computable: There is an efficient algorithm to compute
e(P,Q) for all P,Q € G1.
The security of bilinear parings is based on difficulty of the
computational Diffie-Hellman problem and bilinear Diffie-
Hellman problem which are defined in the following subsec-
tion [22], [23].

B. ABELIAN GROUPS: An abelian group is a set, A, to-
gether with an operation "+" that combines any two elements
a and b to form another element denoted a ¢ b. The symbol
"e" is a general placeholder for a concretely given operation.
To qualify as an abelian group, the set and operation, (A, *),
must satisfy five requirements known as the abelian group
axioms:

1. Closure

For all a, b in A, the result of the operation a * b is also in A.
2. Associativity

For all a, b and c in A, the equation (a*b)sc=a<(bec)
holds.

3. ldentity element

There exists an element e in A, such that for all elements a in
A, the equation e*a=a *e =aholds.

4. Inverse element

For each a in A, there exists an element b in A such thata *b
=bea=e, where e is the identity element.

5. Commutativity

Foralla,binA,a*b=Dbe-a.

More compactly, an abelian group is a commutative
group. A group in which the group operation is not commu-
tative is called a "non-abelian group" or "non-commutative
group™.

CYCLIC GROUP: A group G is called cyclic if there ex-
ists an element g in G such that G = <g>= {gn|nisan in-
teger }. Since any group generated by an element in a group
is a subgroup of that group, showing that the only subgroup
of a group G that contains g is G itself suffices to show that
G is cyclic. For example, if G = { g0, 91, 92, g3, g4, g5 } is
a group, then g6 = g0, and G is cyclic. In fact, G is essential-
ly the same as (that is, isomorphic to) the set {0, 1, 2, 3,4, 5
} with addition modulo 6. For example, 1 + 2 = 3 (mod 6)
corresponds to gleg2 = g3, and 2 + 5 = 1 (mod 6) corre-
sponds to g2+g5 = g7 = g1, and so on. One can use the iso-
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morphism ¢ defined by ¢(gi) = i. For every positive integer
n there is exactly one cyclic group (up to isomorphism)
whose order is n, and there is exactly one infinite cyclic
group (the integers under addition). Hence, the cyclic groups
are the simplest groups and they are completely classified.
The name "cyclic" may be misleading: it is possible to gen-
erate infinitely many elements and not form any literal cy-
cles; that is, every gn is distinct. (It can be said that it has
one infinitely long cycle.) A group generated in this way is
called an infinite cyclic group, and is isomorphic to the addi-
tive group of integers Z.

C. COMPUTATIONAL PROBLEMS:
1) Discrete Logarithm Problem (DLP): Given P and Q € G,
to find an integer n € Z , such that Q = nP.
2) Decision Diffie-Hellman Problem (DDHP): Given P, aP,
bP , and cP , to decide whether ¢ = ab mod g, where a, b, and
C € Zp*
3) Computational Diffie-Hellman Problem (CDHP): Given
aP, and bP , to compute abP , where a, and b € Zp*

Elliptic Curve Cryptography Based
On Group Theory

ECC [21] [24] has become the cryptographic choice for ad
hoc networks and communication devices due to its size and
efficiency benefits. Elliptic curve cipher uses very small
keys and is computationally very efficient, which makes it
ideal for the smaller, less powerful devices being used today
by majority of individuals to access network services. The
elliptic curve crypto system (ECCS) is a crypto-algorithm
method of utilizing a discrete logarithm problem (DLP) over
the points on an elliptic curve. Groups which also obey
commutative or symmetric property are known as Abelian
groups. Abelian groups are extensively used in cryptog-
raphy, as the order of the sender-receiver transmission
should not confuse the common key. The abelian group of
points of an elliptic curve, due to the smaller key size (and
hence lower, number of members of the closed set), that is
much smaller in size, at the same time maintains the same
level of security. Closure, a fundamental property of groups,
is used. The modulo (n) operation causes the domain to have
finite number of members. This ensures the problem is solv-
able for the valid receiver, as well as for the problem to be
hard eg: discrete log (for Diffie-Hellman, or Elliptic Curves,
and prime factorization for RSA). We note that for a non-
group say, y = xa, which is not limited (not closed), but over
infinite real numbers, or integers. It is easy for an intruder
over time to map, or guess, the exponential pattern, from the
random samples eavesdropped. If we modify this to y = xa
mod(n), where a, X, y, n are integers and x, and y values now
becomes more random, and hence it becomes much harder
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for an intruder to guess any pattern. At the same time, given
y, and n, publicly known values in public key cryptography,
it becomes very difficult to guess x. This is due to the hard-
ness of the discrete log problem which is due to the group
closure requirements The typical representation of an elliptic
curve is y* = x>+ax+b with a,b are integers. (x,y) are the
points on x and y coordinates. We avoid curves where points
(x,y), such that, x, and/or y is irrational, or transcendental. In
cryptography, elliptic curves restricted over the domain of
rational numbers (Q), is found to provide sufficient hardness
in the discrete logarithm problem. For k to be an integer, we
have to allow the coordinates of points (x,y) to be rational
numbers. Thus points M, and P on the elliptic curves are
allowed to take (x, y) values in rational numbers, such that
M = kP where this operation is called scalar multiplication.
The much smaller size keys, makes ECC very promising for
the wireless, smaller size, smaller memory, bandwidth and
power limited devices. 160 bit keys in elliptic curves provide
same levels of security as 1024 bit RSA. Likewise 224 bit
key in elliptic curve provide same levels of security as 2048
bit key in RSA.

Protocol

Diffie-Hellman key exchange: One application of CDH is
the Diffie-Hellman key exchange protocol [14] [15]. Sup-
pose two people, traditionally named Alice and Bob, want to
share a secret key (which is a random element in some
group). Sharing this secret needs to be done by communi-
cating over an insecure channel and should not require any
prior interaction between the two parties. Assuming the
agreement between the two parties on a group G of large
prime order with generator g, and also the hardness of CDH
in G, the sharing of a secret key can be done in one round
using the following steps:

1. Alice generates a random positive integer a, which should
be less than the group order. The Information she sends to
Bobis: ¢g*

The integer a is kept private.

2. Bob also generates a random positive integer b, which
should be less than the group order. The information he
sends to Alice is: g°

The integer b is kept private.

After these two steps Alice computes (g°)* = g®® and Bob
computes (g%)° = g®. This shared secret gab cannot be recov-
ered without solving CDH in G, because any eavesdropper
watching the insecure channel only has the following infor-
mation: G; g; g*and ¢”

Practical Consideration
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A. We consider the following scenario. Assume that Alice
selects a random nonce a € Zp* and computes aP . Alice
wishes to send the message aP to Bob, Bob is able to ascer-
tain that a P is not modified or fabricated and the original
sender is indeed Alice. Let Alice has the public key certifi-
cate Cert A, containing her long-term public key Ya = Xa P
and her long term private key Xa. Let H1 be a public crypto-
graphic hash function H1: {0,1}* ->G1 where . We de-
scribe the message authentication scheme [18] as follows
(depicted in Fig. 1).

Alice: Bob:

a€ Zq , X, =aP To Verify

@ =H1@PeaG1,
X2=%a Q

e(Ya, Hi (X)) =e (P, Xy)

X1, X2

Fig. 1 Message Authentication Scheme

(1) Alice selects a random nonce a € Zg* and computes
X1=aP, Q = X1 (H1) , X2 = xA Q then sends (X1, X2) to
Bob;

(2) Upon receipt of (X1, X2), Bob can compute e (P,X2) and
e(YA , H1 (X1)) ,then verify whether they are equal. If they
are equal, then the authentication is successful, otherwise, is
failed.

We consider the following model for CL-PKE over MA-
NET

We assume that at the beginning of the network there is a
Key Generator Center (KGC) which generates partial secret
keys for all the users. We also denote n to be the number of
original nodes and t to be the pattern of security level of the
threshold system. Those n nodes collectively form a Distrib-
uted Key Generator Center(DKGC). After the initiation, the
KGC will go offline, and the network becomes self-
organized. We define those nodes that get partial secret keys
from the KGC to be the original nodes, those nodes that get
partial secret.
keys from DKGC to be the new-joint nodes and those nodes
that collectively form the DKGC to be DKGC nodes.

* Setup:

This algorithm takes as input a security parameter 1 and
returns the master private key msk and master public key
mpk. This algorithm is run by the KGC, in order to setup a
Certificateless ad hoc system.
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* Extract-partial-secret-key:
This algorithm takes as input the master public key mpk, the
master private key msk and an identity ID=ie{ 0,1}*. It out-
puts a partial private <1:. This algorithm runs by KGC
once at the initiation of the network.
« Extract-master-secret-key-shares:
This algorithm takes as input the master private key msk and
an identity ID=ie{ 0,1}".It outputs a master secret key shares
msks;. This algorithm runs by KGC once at the initiation of
the network.
* Extract-partial-secret-key-share-and master-secret-
key-share:
This algorithm takes as input the master public key mpk, the
master private key share msks; from a DKGC node and an
identity new of a new-jointly node. It outputs a share of par-
tial user private key 1=, and a share of master secret
key share msks,...i, i €{ 0,1...n}. This algorithm runs by
DKGC nodes.
« Extract-master-secret-key-shares-DKGC:
This algorithm takes as input the master public key mpk, an
identity ID=new €{ 0,1}", and t shares of master private key
share mskS,...i , i €{ 0,1...n}. It outputs a master secret key
share msks,.,. This algorithm runs by the new-joint node.
 Extract-partial-secret-key-DKGC:
This algorithm takes as input the master public key mpk, a
user identity ID=new and t shares of partial user private key
al=s ., 1 €{0,1...}. It outputs a user partial secret key
al .. Thisalgorithm runs by the new-joint node.
* Set-user-keys:
This algorithm takes as input the master public key mpk, a
user identity ID=i, a partial private key <1: and a secret
value x;. It outputs a user public/private key pair (pki/sk;) or
an error symbol. This algorithm runs by all the nodes.
 Encryption:
This algorithm takes as input the master public key msk, a
user’s identity ID=i, a user’s public key pk; and a message
msg. It outputs a cipher text c.
* Decryption:
This algorithm takes as input the master public key msk, a
user’s private key sk; and a cipher text c. It outputs a mes-
sage msg.

Fully Distributed System In the fully distributed system,
all the nodes will have a share of msk. They together main-
tain the stability of the system. At the initiation stage, the
KGC generates a master public/private key pair (mpk/msk)
using Setup algorithm. It then generates user partial keys
using Extract-partial-secret-key algorithm and divides msk
with Extract-master-secret-key-shares. The user partial
keys =15 and master secret key shares msks p are distribut-
ed to all the origin nodes. Once this is done, the KGC goes
offline, and all the original nodes become DKGC nodes. We
use the threshold cryptography to provide authentication for
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new jointly nodes. A new-joint nodes need to successfully
contact at least t DKGC nodes. Those DKGC nodes will run
Extract-partial-secretkey-share-and-master-secret-key-
share algorithm for the new-joint node. Once this new-joint
node obtains t shares of msks,..,; and t shares of «i1=,,, it
will be able to derive a master secret key share msks,., and a
partial secret key <1, by Extractmaster- secret-key-
shares-DKGC and Extractpartial-secret-key-DKGC re-
spectively, and it becomes a DKGC node. The number of
DKGC nodes rises with the increase of node numbers.

DKGC nodes use Set-user-keys algorithm to calculate
their own public/private keys. The public keys will be
broadcasted all through the network so that nodes can com-
municate to each other with Encryption and Decryption
algorithms.

Partially Distributed System In a partially distributed
system, a certain number of nodes will become DKGC
nodes. The msk is only shared between these nodes. They
are responsible for issuing partial secret key for new coming
nodes. This system differs from fully distribution system
that:

1. For a new-joint node, the DKGC nodes only issue partial
secret key shares «1==,,, , without any master secret key
shares mskS,eui.

2. Once a DKGC node goes offline, a random non- DKGC
node will be picked. Other DKGC nodes will give this node
master secret key shares msks,..,i, S0 that this chosen one
will become a new DKGC node. In this model, the number
of DKGC nodes does not increase.

In our model, we pick all the initiation nodes to be the
DKGC nodes.

B. Proposed Scheme

Setup: Let A, B and C be parties and H be cryptographic
hash function. Choose group G; and G, of prime order g
such that an admissible pairing[6] e: G; x G; G, can he
constructed and pick a generator P of G;. Let H; be a cryp-
tographic hash function where H;:{0,1}" >G, and H, be a
key derivation function where H,:{0,1} =>{0,1} and k is a
security parameter. The public parameters are <G; ,G, ,P, q,
e, k, Hy ,H, >and k is a security parameter. Let A, Band C
be parties who participate in this protocol. Let ID,, 1Dg and
IDc denote the identities of A, B and C respectively. Each
party has his own private key x and the public key Y = xP .
Assume that the broadcast channel is available and “Broad-
casting ” is denoted by “->”.

Key Agreement Party A selects a random number a €
Zq" and computes: X;=aP , Qa = H; (Xa || IDa) , and Ra =
Xa Qa. Then A broadcasts (Xa ,Ra ,1Da) , Similarly, B broad-
casts (Xg ,Rg ,IDg) and C broadcasts (Xc ,Rc,IDc).
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Key Computation Upon receipt of (Xg,Rg,IDg) and (Xc
,Rc ,ch). ,Acan compute QB =H, (XB || |DB) and Qc =H,
(Xc || D) , then verify whether e(P Rg ) = e
(Y,Qg) and e(P,R¢)= e(Yc ,Qc ) If the equalities do not
hold, A terminates the protocol. Otherwise, A can compute
the session key SKa = Hy(e(Xg ,Xc)* |[IDa ||IDg |[IDc ) Sim-
ilarly, B can compute the session key SK and C can compute
the session key SKc¢ .

Key Agreement

A(XA ,YA = Xa P) A(XB ,YB =X P) A(Xc ,Yc = Xc P)

a€Zq,Xa=aP | bezZq ,Xg=bP | c€Zq ,Xc=cP
Qa = Hi(XallIDa) | Qs = H1(Xg||IDa) Qc = Hi(Xc|[1D¢)
Ra =Xa Qa Ra=Xg Qs Ra =Xc Qc

(XaRa,IDa) (Xg,Re,1Dg) (Xc,Re,1Dc)
> > —_—

Key Computation
A:To verify e(P ,Rg ) = e (Yg,Qg) and e(P,Rc)=e(Yc ,Qc)

To compute key SKa = Hy(e(Xg ,Xc)? |[IDa |[IDg ||IDc)

B:To verify e(P ,Ra) =€ (Ya,Qa) and e(P,Rc)=e(Yc ,Qc)
To compute key SKg = Hy(e(Xa ,Xc)® [IDa [|IDg ||IDc)

C:To verify e(P ,Ra) = e (Ya,Qn) and e(P,Rg)=e(Ygs ,Qr )
To compute key SKc = Hy(e(Xa ,Xg)° [[IDa [|IDg ||IDc)

Fig.2 Key Computation
C. Experimental Results And Analysis

Simulation with MATLAB: This simulation runs over fol-

lowing scenarios:

Network establishment.

Network scenarios.

Variable initialization.

Parameter initialization.

Simulation of Network.

Encrypting the data packets, it is done on the basis

of random generator.

7. Public key is randomly chosen and private key is
changed according to change in node posi-
tion.(Peer to peer connection)

8. Formulas used to generate key and key strength is
improved on the basis of group changing.

ouhkwhpE
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9. Network data flow and nodes linking is analyzed.
This is done to show the efficiency of data and key

2000

strength. 1500

10. Time or simulation time is increased up to 0.5%
and key strength improved. 1800
These steps are performed in simulation using MATLAB. 1700

Results are shown in the following figures: Looo
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Steps 1-7 are performed in Fig. 3 and Fig. 4
2k
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Fig.7
Step 8 is performed in Fig. 6, 7.
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Steps 8 and 9 are performed in Fig. 5, 8, 9. Final results are
shown in Fig. 9. In this figure key strength is improved

As we can see from the figures(Fig 10,11), in a network
with 10 nodes, our scheme generates around 30 percent
more traffic but the packet drop rate decreases to one quarter 0.401
of pure network The average route discovery time (0.38s) is
a little higher than pure network (0.32) at first but then de- 008
creases to 0.13s which is 60 percent of the pure network J

(0.20s). omh _ m 10m 16m 20m
Fig.10b

In a network with 20 nodes, our scheme contributes to the
average route discovery time as well, around 0.41s with CL-
PKE while 0.71s without CL-PKE.
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Conclusions
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This paper presents the simulation of a key distribution
scheme over mobile ad hoc network, based on the message
authentication scheme using bilinear pairing. From the simu-
lation result, it is found out that scheme works extremely
well in a small size of MANET. It improves the key strength
efficiency and slightly increases the simulation time (0.5%).
This scheme also ensures that system can work on self-
organized networks after the initiation.
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