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Abstract  
 

    With the usage of web the web data is increasing at a tre-

mendous rate. So is the concern of the data security. Cryp-

tography has provided a new and secured way to store secret 

information in the database and most importantly the pass-

words. This was provided by hashing where the variable 

length input was converted into a fixed length output using 

various hash algorithms like MD5 and SHA. Despite various 

advances in the field of hashing there are still some weak-

nesses and many attacks on these algorithms have been dis-

covered. In this paper we propose a new way of hashing 
applied to these algorithms. We enhance the SHA 512 algo-

rithm by combining tree structure and swapping applied to-

gether in these algorithms. This helps to provide an output 

that is more secure and complicated making it more resistant 

to various collision attacks. Possibility of collision attacks, 

brute force, rainbow table attacks and birthday attacks is also 

mitigated by the complex structure of this new proposed 

algorithm. 
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Introduction 
 

 The Secure Hash Algorithm (SHA) was developed 

by National Institute of Standard and Technology (NIST) in 

1993. SHA takes arbitrary length of input and processes it in 

fixed length blocks and then produces an output of fixed 
length. The first version of SHA called as SHA-1 produces 

an output of 160 bits [7]. This output is generally called as 

“message digest “or simply “digest”.SHA-1 was prone to 

many types of attacks [9].Then in 2002, NIST gave three 

new and revised versions of SHA called SHA-256, SHA-384 

and SHA-512 which produces the digest of length 236, 384 

and 512 bits respectively.SHA-512 is more popular amongst 
all the versions and is widely used now-a-days. 

 

Properties of Hash Function 

 
1 These hash functions can be applied to any size data 

producing a fixed-length output.  
2 Hash functions H(x) are relatively easy to compute for 

any given message x 

3 Follows one-way property where it is computationally 

infeasible to find x such that H(x) = h 

4 Have weak collision resistance where it is computation-

ally infeasible to find y ≠ x such that H(y) = H(x) 

5 Hash functions are strong collision resistance computa-

tionally infeasible to find any pair (x, y) such that H(x) = 

H(y) 

 

Algorithms at a glance 

     SHA 512 takes as input a message of any arbitrary 

length, then processes this input into fixed length blocks 

of 1024 bits and finally produces a hash value of 512 

bits. 

     Step I: Padding: The message is appended with 

padding with a string of 1 followed by 0’s.Padding is 

done to make the variable length message a multiple of 

1024 bits. 

    Step II: Append Length: A block of 128 bits is ap-
pended to the message after padding field. This block 

consists of actual length of message before padding is 

done. 
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Figure 1: Basic Structure of SHA-512 

   

      Step III: Initialize Buffer: Eight 512 bit buffer is de-

signed to hold intermediate and final result of hash function. 

Each buffer is represented as 64 bit register (a, b, c, d, e, f, g, 

h) 

a=6A09E667F3BCC908 

b=BB67AE8584CAA73B 
c=3C6EF372FE94F82 

d=A54FF53A5F1D36F1 

e=510E527FADE682D1 

f=9B05688C2B3E6C1F 

g=1F83D9ABFB41BD6B 

h=5BE0CD19137E2179 

 

       Step IV: Process message in 1024 bit blocks: The 
message is processed in blocks of 1024 bits. Each block goes 

through a compression function reducing it into 512 bits. 
This compression function consists of a total 80 rounds in-

creasing the complexity of hash function produced. 

    

   Step V: Output: After all N 1024 bit blocks have been 

processed the output obtained from nth stage is the message 

digests. 

 

 

Figure 2: Single Round function on SHA-512 

Fig

ure 3: SHA 512 compression function 
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Proposed Algorithm 

         Recently many new Hash algorithms had been discov-

ered using block ciphers and for digital signatures [2] [6].In 

the proposed algorithm we modify the basic structure of the 

algorithm in order to prevent various attacks possible on 

hash functions[3].We modify the algorithm by introducing 

the concept of Iterative Hashing[1]. We implement the itera-

tive hashing by implementing it through the tree structure. 

 

      Step I: Append Padding Bits: It is similar to step exist-

ing algorithm 

      Step II: Append message length: It is also similar to 

existing algorithm 

      Step III: Initialize Buffer: It is also similar to the al-

ready existing algorithm. 

      Step IV: Process message in 1024 bit blocks: Here we 

implement the change in the existing algorithm. We intro-

duce the concept of swapping the buffer values. 

 

Figure 4: Modified SHA 512 compression function 
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         Step V: Output: This algorithm outputs a more secure 

and complex Message Digest or we can say Hash value of 

512 bits. Hash codes are generally used to save passwords in 

database. The hash value produced as output is saved in the 

database. Whenever user enters a password to unlock some-

thing then the hash value of the text entered is calculated and 

matched with the one saved in the database. If both the val-
ues match that means the person is authentic user. 

 

Conclusions 

        SHA 512 was prone to various types of attacks [3].We 

have provided a more complex and secure version of the 

previous algorithm by modifying it. We introduce iterative 
hashing in the basic structure of SHA -512 which makes it 

more complex than the previous version. In this iterative 

hashing the intermediate results produced by each 1024 bit 

block is hashed again by combining two blocks of 512 in-

termediate results. The process is repeated until we get a 

single 512 bit hash code. Next change we introduce is in the 

compression function of the algorithm. This compression 

function is the heart and core of the SHA-512. We introduce 

a small change which is applied at every 20 rounds. The 

change is to simple swap the values of buffer a, b, c and d 

with the values of buffer e, f, g and h. This change makes the 
message digest very secure. Even if a single bit of message 

is changed then there is a lot of change in the message di-

gest. 
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