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Abstract

Cloud is a rising technology that works over the Internet
and it permits the user to urge the service from anyplace and
at any time with pay per usage theme. Cloud computing
makes the business environment easier by offering huge
storage capacity, processing power and infrastructure with
the elastic demand. The cloud is helpful in reducing the cost
of service and in increasing the availability which is essen-
tial for a successful business. But, the lack of control and
security are the big issues in the cloud computing. For this
security problem, additional solutions have to be developed
to make the cloud computing a grand success in the future.
In this paper we have proposed a method to enhance the file
integrity, which is very effective in security and very easy to
implement. The proposed method is suitable for mobile
clients and it helps to improve the file integrity and reduce
the complexity.

Introduction

Cloud is a rising technology that works over the Internet
and it permits the user to urge the service from anyplace and
at any time with pay per usage theme. The cloud user wants
an online enabled device with browsers to access the servic-
es. Cloud makes the business surroundings easier by giving
vast storage capacity, processing power and infrastructure
with the elastic demand. The cloud is useful in reducing the
cost of service and in increasing the supply that is crucial for
a successful business. Any corporate with cloud can scale
back the cost. The servers within the cloud offers numerous
services and these servers can be physical machines or vir-
tual machines. A cloud application uses massive datacenters
and powerful servers for pretty much unlimited storage and
higher machine power. These datacenters and servers can
host vast range of Internet applications and Internet services.
Anyone with net association can access these cloud applica-
tions.

Cloud parts are classified in to two groups particularly
frontend and backend. The visible parts to the cloud user like
browser, laptop and network used to access the Internet are
aforementioned to be frontend. The parts needed to deploy
the cloud like storage devices, computers and servers that
gives numerous services are classified as backend. The cloud
can be deployed in three models namely private cloud, pub-
lic cloud and hybrid cloud [30, 31, 32]. The cloud that oper-
ates for a particular organization is assumed to be private
cloud. This kind of cloud is deployed internally or outwardly
and managed internally or by third-party. The private cloud
is better in security, regulative necessities and enterprise
management over preparation and use. The cloud users can
share and use all the resources and applications provided by
the cloud supplier. The cloud that operates not for a specific
organization is alleged to be public cloud. Here any users
can ready to access the cloud via interfaces with pay-per-use
theme [41]. This enables the cloud user to settle on right
service with correct quantity of their time to scale back the
IT expenditure. The mixture of personal and public cloud
can form a hybrid cloud. Here the private clouds and be
connected with one or additional public cloud services and
managed as one unit. This enables heterogeneous users to
access the resources over net with secure management over
the information, and therefore the services is scaled up or
down as per the demand.

The service offered by the cloud is classified in to Infra-
structure as a Service (laaS), Platform as a Service (PaaS)
and Software as a Service (SaaS) [6, 33, 34, 35, 38]. The
cloud can give resources like virtual machine disk images,
firewalls, virtual native space networks and software system
collections [8, 10]. The network elements like firewall, rou-
ter and other may be deployed using virtual environment. By
obtaining infrastructure as a service from the cloud, the price
and time can be reduced dramatically. Conjointly, mainten-
ance is really easy, since most of the elements within the
cloud are virtual and on demand resources. We ask authors
to follow these guidelines and make the paper look exactly
like this document. The easiest way to do this is simply to
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download this template and replace the content with the text
of your manuscript.

Advantages and Disadvantages of Cloud Computing

Starting from tiny corporations to huge organizations, the
investment value is saved [23, 24, 36, 42] by avoiding the
hardware purchase, hardware maintenance, pricy software
system license, software system maintenance, cooling prod-
ucts, storage and backup devices, value for electricity usage,
operational value, upgrading value etc. Apart from this val-
ue saved, the cloud has few other advantages like high re-
sponsibility and convenience, backup and recovery, device
& location independence, easy accessibility to info and fast
preparation. All these advantage makes the cloud computing
a grand success. Cloud has several benefits and conjointly it
has few disadvantages. The two big disadvantages of cloud
are; Technical Problems and Security. Even though the
cloud offers a lot of facility to the users and build their life
straightforward, some technical problems might produce

ISSN:2319-7900

inconvenience to the users. To access the cloud, Internet
usage is should and therefore the problems associated with
the network might have an effect on the performance of the
cloud severely. If the user uses mobile devices then several
reasons like signal strength, Bandwidth, battery backup and
frequent handoff might degrade the performance of the
cloud dramatically [47, 48]. The security could be a huge
downside within the cloud computing. Because, all the sen-
sitive information’s of an organization or company should
be transferred over the Internet which might be a big risk.

As shown in figure 1, the clients are ambiguous in choosing
whether the cloud is used or not, since cloud has both bene-
fits and downsides. Cloud helps the client to scale back the
operational value, preparation time and maintenance value.
This reason makes the cloud computing a preferred one and
plenty of corporations shifted to the cloud usage. However
the large issue within the cloud computing is lack of man-
agement and security. For this security downside, extra solu-
tions need to be developed to form the cloud computing a
grand success within the future.

Clients

Figure 1: Cloud advantages and disadvantages

Literature Survey

Internet is acting as a lane, where various technologies
drive on it. Out of that cloud is the most recent technology
and almost all the large scale organizations enter into it. The
cloud has too many advantages as discussed in the previous
section and out of that, hardware and maintenance cost, ac-
cessibility around the globe, flexibility and highly automates
process are most important for the clients, since the hard-
ware or software up gradation seem to be a everyday head-
ache for the clients.

The execution environment required for a client to devel-
op a web based application requires expensive hardware and
software support and this may require more time to setup.
But by using the cloud one service can continue his work
without the expensive purchase and time consuming setup
by using PaaS of the cloud [7, 8, 17]. The infrastructure and
execution environment can be used by many clients simulta-
neously and managed by third party [10, 11, 18, 23].

To make everything (Services) possible, available, mana-
geable and reusable in the cloud, the virtualization technique
plays a vital role. A single server in the cloud can provide
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multiple services in parallel to huge number of clients via
the virtualization technique [12, 13, 23]. The tools like
VMWare, Micorsoft Virtual PC, VirtualBox, Parallels, QE-
MU etc. helps in virtualization of Operating Systems. The
cloud enables the centralization of resources, which is unsafe
since the chances for cyber attacks increases. The possibility
for the attack is more in cloud side because, the user of the
cloud needs to send his identity over the Internet frequently
for accessing the services.

The data security is also a challenging issue in cloud
computing since all the data of an individual or organization
are centralized and kept in remote servers [14, 15, 19]. To
ensure the data security, the strong encryption algorithms
has to be developed to overcome the security threads on sto-
rage security. The cloud service provider has to limit the
access over the file by allowing few actions related to man-
aging the files without any strict process and should be strict
in actions like updating, reading and deleting of file. This
will optimize the performance as well as security. To keep
the cloud running smoothly, the multi level security is com-
pulsory at various levels i.e., network level [16], host level
[25] and application level [14, 26, 27]. The basic security
models such as SQL Injection attack prevention, Cross Site
Scripting (XSS) attack prevention, Man in the Middle attack
prevention [20, 21, 32, 32, 37, 44] are not sufficient for the
cloud to run seamlessly.

In the Internet, it is common to have denial of service at-
tacks [2, 3, 4, 18, 22, 23, 28] and cookies poisoning attacks
[43]. To distinguish the human and machine virus in the
Internet, the concept of captcha [5] was used by most of the
servers. but recent virus and spams have the ability to break
the captcha. So it is clear that, continuous research in this
field is must to protect the future Internet oriented services.

It is true that certain loopholes in the architecture make
the cloud computing vulnerable to the security threads in
high probability [45, 46]. There is no guaranty that the
cloud service provider could maintain our files on a single
server or storage. The files may be split into many parts and
distributed over multiple servers to improve the speed via
parallelism. This scenario makes the cloud more vulnerable
to the security related threads.

Apart from security, cloud has other disadvantages like
performance, latency [29] and reliability [24, 39]. The rea-
son for the latency, poor performance and unreliability in the
services is as follows;
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a) The complicated or time consumable encryption
and decryption algorithms used in the cloud compu-
ting environment.

b) The unreliable and low bandwidth Internet connec-
tivity.

c) Unreliable network with high conjunction and
packet losses.

d) Allowing too many users to access the services
beyond the limit because of high demand from the
client’s side.

e) Mobile clients running with extremely high short-
age of resources.

However from the survey we can say that, even after sev-
eral research and development the security and file integrity
problems are keep on persist in the Internet based services,
specifically on the cloud. So we need different solutions for
different situations and requirements over time.

File Integirity Model

Checking file integrity is a challenging task in cloud com-
puting. In the classical method for checking the correctness
of a file the client has to maintain a copy to compare the
received copy. This is meaningless, because if the client has
enough storage to store the data in the local system, then it is
not necessary to use the cloud service to store the file in re-
mote location. The clients, those are not having enough re-
sources alone may prefer the cloud services.

From the literature we can have hundreds of file integrity
models which are suitable for cloud storage service. Some
models are lack in providing security and few are poor in
performance. Also, some of the existing models are good in
security but poor in execution time. The methods should be
compact enough to run smoothly on the light weight mobile
devices, since most of the cloud clients are mobile in the
recent years.

Our proposed model of file integrity is as follows. The
entire file has to be split into number of macro blocks
(M1,M2,M3,M4, ..., Mn). All the macro blocks should be of
unique size. If the Last block contains no sufficient bits to
form the block with fixed size, then padding bits can be
merged with the original data. Each Mi should be processed
and the corresponding hash code has to be generated using
our proposed method.
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The hash code for each block can be calculated using our
proposed method as follows;

Stepl: Create eight variables 11, 12, 13, 14, 15, 16, 17 and 18
of length one byte each.

Step2: Initialize all the variables with any fixed value (vi),
that should be shared between both client and Cloud Service
Provider.

Step3: Calculate variable O1, 02, 03, 04, 05, 06, O7 and
08 as follows; O1=I4 E I5. 02=I5 & 16. O3= (16 E 17) E (
101 € 12, 12 @ 13, 13 € 14, NOT(14 & 15))). 04=(17 & I8)
E (Datai (E f2(I5 & 16, 16 & 17, 17 & 18)). O5=Datai &
f2(15 E 16, 16 E 17, 17 E 18). O6=13 & 4. O7=12 E I2.
Where (E is the bit wise X-OR operation, f1 is the function
performs bit wise AND operation between first two parame-
ters, with the result, the OR operation is performed with
third parameter and finally one more operation is performed
between the fourth parameter and the result. f2 is the func-
tion that takes three parameters and perform bitwise AND
operation between first and second parameter. With the re-
sult, OR operation is performed with third parameter. Datai
is the i" ( 1 <I < macro block size) byte of the macro block.

Step4: Repeat step 3 until all the bytes of the macro block is
used completely. The O1, 12, O3, 04, O5, 06, O7 and 08
are considered to be the 11, 12, 13, 14, 15, 16, 17 and 18 re-
spectively for the next round.

Step5: Stop the process and take O1, 02, 03, 04, 05, O6,
O7 and 08 as the hash value for the current macro block.
The hash codes have to be encoded with the client’s private
key to form a signature. The signature is of size 64 bits. The
signature has to be calculated for the entire macro blocks
stating from M1 to Mn. The set of all macro block and the
respective signatures has to send to the cloud service provid-
er. The cloud provider may once again check for the correct-
ness and if there is no error, then it can be accepted.

Auditing

If the client wants to audit its own data, then the entire file
needs not to be downloaded. Only few specific randomly
selected blocks can be requested from the cloud service pro-
vider. The request contains the block number, key to process
the block and initial value to start the hash rounds. The
Cloud Service Provider has to calculate the hash value for
the currently requested block and send it with the respective
signature to the client. The client can decrypt the signature
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or encrypt the received hash to compare with each other. If
both received hash and decrypted signature matches then the
auditing reports the correctness, otherwise reports the rejec-
tion.

File Updating

If the client needs to update a specific block then the client
send the new modified macro block, block number, key,
initial value and newly calculated signature to the cloud ser-
vice provider. The cloud service provider and authenticate
the request and it can replace the new block and signature in
the corresponding places. Then the cloud service provider
has to calculate the hash value using the received key and
initial value. The newly calculated hash value and corres-
ponding signature has to be returned to the client. The client
once again checks for the integrity and accepts it or rejects,
based on the comparison result as discussed above.

Performance analysis

The big problem in cloud computing is the auditing
process. As discussed earlier, most of the cloud clients are
mobiles. These maobile devices are limited in resources [47,
48, 49, 1] and it is a big overhead to the clients to perform
auditing which consumes more resources. The solution for
this problem is the Third Party Auditing (TPA). In TPA the
client need to send the key, block number and initial value to
the third party auditor, so that the auditor can request to the
cloud service provider to send the specific block of file with
its signature. In some cases the client send key alone to the
third party auditor and the auditor may request the cloud
service provider to send a specific block (The block can be
selected randomly) with its respective signature. Then the
auditing report can be send back to the client. The big prob-
lem in this scheme is, the client has to send the key over the
internet to the auditor, which is not safe.

In our proposed model, the TPA is not required, since the
calculation of hash code is done in the cloud side and not in
the client side. The client work is to just encrypt the specific
block using its key and compare it with the received signa-
ture. This work of encrypting a small block will not consume
too much of resource.

Thus our proposed algorithm has the following advantag-
es.
1 The self auditing process consumes very limited re-
source and thus it is suitable for mobile clients.
2 The TPA is not necessary.
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3 File update is very effective and easy, since the block
size is very limited.
4 Easy to understanding and implementation.

Conclusion

In this paper we did a detailed study on cloud computing
and its services. We have analyzed the advantages and dis-
advantages of the cloud and identified the issues in cloud
computing related to file integrity. Also we have proposed a
method to calculate the signature, which is very effective in
security and very easy to implement. The proposed method
is suitable for mobile clients and it helps to improve the file
integrity and reduce the complexity.
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