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1Abstract—The results of researches, allowing to raise the 

level of cyber protection and survivability of critical computer 

systems (CCS) is presented in the article. The system approach 

to solving problems of cyber security, proposed in this work 

provides for the integration of mathematical models for the 

survivability and protection of information. An urgency of 

solving a problem of survivability of the complex computer 

systems was proved. In the article the basic steps of creating a 

model of survival critical computer systems have been 

considered. 

 
Index Terms—information security, national security, cyber 

threats, critical computer systems, probability of failure 

element. 

I. INTRODUCTION 

Active expansion of information-communication 

environment of critical computer systems (energy, industry, 

communication, transport, ets.) (CCS), especially in the 

segment of mobile, distributed and wireless technologies, 

accompanied by the emergence of new threats to cyber 

security (CS), as evidenced by the growing number of 

incidents related to information security and protection of 

information and discovered vulnerabilities in CCS and 

automated control systems (ACS). The threats are real, since 

criminals can get the opportunity to intercept passwords 

individual files, geolocation information, broadcast audio 

and video data, control the Wi-Fi-networks, webcams, 

information boards on roads and railway tracks, railway 

stations, airports and others. 

Considering the abovementioned, is to stay on the 

premises of CCS protection as an integral part of national 

security. 

First, the importance of the CCS in the national security 

and economy of individual countries. 

Secondly, a significant vulnerability and CS of CCS, due 

to the emergence of new methods of attacks on information, 

including Cyber-attacks (CA), widespread wireless 

communications, navigation systems using GPS, GALILEO, 

video surveillance systems, communication technologies 

GSM, VSAT, supervisory control systems (SCADA, HMI), 

PLC in various modes and others. 

The research purpose is the analysis of a state of cyber 

security and survivability of CCS, in the conditions of 

destabilizing effects on the safety, availability and integrity 

of information-communication environment of critical 

computer systems. 

 
 

II. LIST OF THE USED SYMBOLS 
)(TASn
  the accuracy of the sequential occurrence of n -

inputs events of the operator (from left to right) 

apB           numbers of information threats 

isysD         set of numbers of protection measures 

)(tFi       the distribution function  

)(tf i       the probability density function 

 (ττ)fij
  the matrix of probabilities density of process in 

every i  state 
ap

iG       the set of numbers of nodes of i  level of state 

graph, which describes intruder activity to achieve ap  

ap

jg     the probability of overcoming of j protection 

boundary at intruder attempt to achieve 
ap  

ap
I          the number of levels in range state graph, which 

describes intruder activity to achieve ap aim  

JqK           matching factor of system transition in j state 

ap
K        the level of intruder skills to achieve pa  aim 

),( jsk a    the transition ordinal number at transition on 

PMN from transition with number as  to transition with 

number j 

MI             the number of intruder’s possible targets in the 

protected CCS 

AN           set of numbers of information threats 

ap

jN          set of numbers of protection measures 

ap             aim of CA 

a

jm

p
r      the probability of successful functioning of m  

protection measure to counteract intruder activity of j  at 

attempt to achieve 
ap   

jS          the state of CCS 

t              time 

)( asspmo    the position number on Petri-Markov net (PMN) 

 ijο       the matrix of transitions probabilities between CCS 

states 
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ap

lk   the probability of transition from l state to k state of 

graph at intruder realization attempt of ap  aim 

)),((
)(

ijni trh
ijtrh the transitive probabilities which 

are determined on the basis of solution of equations system 

III. PEVIEW OF THE LITERATURE 

The object of the attack to information maybe any of the 

elements CCS. However, in general all the elements CCS 

can be assigned to one of the following categories: data 

processing centers (DPC), ACS, information systems (IS), 

SCADA, human machine interface (HMI); peripherals and 

PLC; systems and channels for communication [1–4]. 

The research of cyber security and survivability of critical 

computer systems are dedicated such works [5–8]. In 

intruders have several entry points to compromise IS or 

ACS. CCS may be contaminated in various ways, such as 

virus (exploit) can be implemented via USB-connection or 

through a network interface. Typically, the amount of 

detected vulnerabilities correlated with the number of 

published exploits, such as in March 2011 to September 

2016 was published 170 exploits [9–11], i.e., it is eight 

times more than in the period from 2006 to 2012. 

Vulnerability of CCS, ASC, SCADA, HMI, PLC is due to 

lack of security mechanisms in industrial protocols and 

systems of a project, vulnerability of software (SW) and its 

incorrect configuration. The need for integration with 

external networks (corporate, WAN, Internet), Wi-Fi and 

public information technology - operating systems, network 

protocols and services Remote access - do not contribute to 

the safety of ASC [1, 7, 12, 13]. 

IV. INFORMATION SECURITY OF CRITICAL 

COMPUTER SYSTEMS AS A COMPONENT OF 

NATIONAL SECURITY 

 

The structure of the technological complex CCS may 

include various technical systems and tools: systems and 

tools coordinating time, meteorological, and so on., types of 

support; systems, equipment, lines and networks and data; 

systems and remote monitoring equipment; systems and 

means of collection, storage and processing; computerized 

systems and controls; system and display facilities and 

informations boards; other technical software and hardware. 

Most of the systems and tools are used to form a feedback 

channel with an operator, and the controlled technical 

components of CCS [2, 4, 7, 14, 15, 16]. 

After identifying the industrial and transport SCADA and 

CCS such complex viruses as Stuxnet and Duqu (2010-

2011), Flame (2012), Careto (2014), Duqu 2, CozeDuqu, 

Poseidon (2015) there was a sharp jump of interest in 

information security critical ACS and IS.  

Information security of CCS has never been released as a 

separate type of national security. Moreover, the information 

security of CCS cannot exist outside of national security. As 

part of a whole, it carries heredity conceptual approaches to 

ensure security at the micro and macro levels, continuity of 

relationships, common principles and methods. Moreover, 

CS of CCS usually has its own characteristics and specific, 

reflecting the industry direction and defining its place, role 

and importance in the structure of national security [2, 4, 5, 

7, 8, 14, 15, 16]. 

It is equally important the classification of CS, which 

allows selection of specific policies and strategies for its 

support. As a result, the structure we will have CS of CCS, 

which is presented in Fig. 1. 

The practice shows that these subsystems of CCS are 

closely linked and are in dialectical interaction. In addition, 

we should clearly distinguish "a system of information 

security" from "survivability of CCS" as a real system 

structures, powers or funds that are directly involved in 

activities to ensure cyber safety [2, 6, 8 etc.]. 

 

 
Figure 1. Place of cyber security and survivability in the general system of 

national security 

 

Incomplete information about threats to information 

security of IS and ASC is twofold. Firstly, it is partial lack 

of prior information, even at the level of the structure of the 

object to attack information, which has, as a rule, stochastic 

nature. Secondly, the limited ability of observation of the 

object of recognition and attack threats, which belong to a 

particular class. In the extreme case it is previously known 

only to the total set of IS threats and ways to implement 

them, see. Fig. 2. 

 
Figure 2. Threats to CCS (Source: [2, 4, 5, 7, 8, 14, 15, 16]) 
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However, in practice, one of the main characteristics of 

today's threats is that they are not activated for a long time, 

sometimes for two or three years [10, 11]. The targeted 

attacks, are particularly aimed at CS of enterprises, 

infrastructure, energy, transport, etc., is usually tailored to 

the environment in which they will be targeted. 

Modern threats are created in a way, as to circumvent the 

protection, and usually are not detected by signature. 

Development of scenarios of cyber-attacks performed in 

compliance with all standards and technologies, the terms of 

reference, work design, testing, support and upgrade. 

Interference in national, regional and municipal 

automated information and information management 

systems is frequently mentioned is threats of cyber-attacks 

for hackers [9–12]. The statistics of incidents of information 

security is updated every year, see Fig. 3. 

 
Figure 3. The overall distribution of cyber-attacks in the world for 2012-
2016 (Source: [2, 4, 5, 7, 9, 10, 11, 12]) 

 

However, the task of determining the risks of attacks on 

information resources of CCS, in particular, to be 

adequately addressed and, at the best, raised on the stage [5, 

7, 8, 10] of designing of information security systems, 

qualitative analysis of system reliability and the possible 

consequences of penetration to it [12]. 

The interest for intruders can represent such components 

of the automated control systems (ASC), as SCADA 

systems and HMI, which in the period from 2004 to 2013 it 

was revealed more than 120 vulnerabilities, Fig.4 [10–12].  

In addition, the study showed [8, 9, 11], requirements to 

the level of difficulty for a successful attack against 

industrial and transportation systems, and communication 

systems (after the attacker gained access to the target of a 

cyber-attack), the share of low complexity vulnerabilities 

decreased from a peak of more than 90 % in 2004 to 48 % in 

2012, Fig.5.  

 
Figure 4. Dynamics of growth of vulnerabilities in ASC communications 

and transport (Source: (Source: [2, 4, 5, 7, 9, 10, 11, 12]) 

 

 
 

Figure 5. The necessary complexity of attacks (Source: [2, 4, 5, 7, 9, 10, 11, 

12]) 

 

Meanwhile, during the same period, the average 

complexity vulnerabilities increased their share from 5% to 

47 %. Disclosure with vulnerable complex remained stable 

in recent decades, their share in an average of only 4 % [10–

12].  

And of course, not to be taken seriously and DDoS/DoS 

attack on ASC, which decreases the level of cyber security. 

A real example of malicious use of cyber-attacks – 

DDoS/DoS in the transport of SCADA systems recorded in 

2012, when the attackers blocked within the hour operation 

of the metro in Changan (PRC) [10, 12]. 

The failure of CCS can lead to serious disruptions and 

significant damage, but the developers of such systems are 

still not paying enough attention to the security of their 

products, which is demonstrated in the annual competition 

Choo Choo Pwn (South Korea). For example, in 2013 and 

2014, the participants had to find and take advantage of the 

vulnerable in the ASC and gain access to the control system 

model railway, as well as the workability of the automatic 

railway crossing. ASC model railway was built on the 

company's products and Siemens controllers S7–1200. 

During the competition, they managed to send the system 

false signals and spoofing ASC fails (DoS) [9, 10, 12].  

The vulnerability of automated control systems, SCADA, 

HMI, PLC due to the lack of security mechanisms in 

communication protocols and systems according to the 

project, SW vulnerability and its incorrect configuration. 

The need to integrate with external networks (corporate, 

WAN, Internet), using wireless networks and open 

information technologies – operating systems, network 

protocols and services remote access – also do not 

contribute to the security of the ASC. 

To build an effective information security system (ISS), 

the selection and implementation of adequate technical 

equipment must precede the description, analysis and 

modelling of threats and vulnerabilities of an information 

system and conducted on the basis of their calculation and 

risk analysis information security. Therefore, it is evident 

that initially each threat should be recognized and identified.  

Note that used in modern systems to detect and counter 

cyber-attacks, the techniques are quite effective if you know 
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the exact characteristics of an attack on information or 

threats. 

V. MATH PROBABILITY OF THREATS 

REALIZATION FOR CCS 

Let’s designate the total number of threats by MI and the 

number of intruder’s possible targets in the protected CCS 

by PA.  

Accepted MIjPApa ,...,2,1;,...,2,1  . And, 

Ap NB
a
 , 

PA

p

Ap

a

a
NB

1

 , 
aa pp Bn   and 

 
PA

p

n

Bj

isys

p

j

a

ap

ap

a DN
1 ,

.
 

  

In this case the process of realization of intruder aims is 

shown in directed graph in fig 6. 

The node of graph represents CCS states which 

corresponds to attempts of intruder realization of some 

information threats.  
0S  is the initial system state at which 

any information threat is not realized. 

 

 

Figure 6. An example of CCS state graph  

 

The state of 
jS  (

apBj ) corresponds to realization 

attempt of j threat. In case of it's successful realization, there 

is a transition to the next system state, otherwise (at regular 

reaction of IPS) there is a transition to the state of 
1panS  

(fig. 6 
81 SS

pan 
). The state of 

panS  is final and corresponds 

to intruder achievement 
ap aim ( PApa ,...,2,1 ). The 

directed links of graph shows directions of transitions 

between states. Each link is characterized by value of 

probable transition between system states. Links 

corresponding to transition from 
panS  to 1panS  state are 

designated dotted line. 

The probability of system in k state, at intruder attempt to 

achieve ap aim, is defined by following expression  

 

PAp

IiGkpPP

a

pp

i

Gl

p

lk

p

l

p

k
aa

ap
i

aaa

,...,2,1

,,...,2,1,0,,

1



 


            (1) 

and 

;
0

a

ap

a

p

I

i

p

i BG 


 aaa p

l

p

lk

p

lk gp  ;                       (2) 

The probability of overcoming of  j protection boundary 

at intruder attempt to achieve 
ap aim  

   





ap

j

a

jm

apja

j

Nm

jm

pKKqp
xreg 11


        (3) 

 

Accepted  1,0
ap

K
, ),...,2,1( PApa  , 

 ,1,0jmx 1 =x jm , if m  measure is used on j protection 

boundary, 0 =x jm , otherwise, ( 1I,0,  MjjBj
ap

; 

ap

jNm ). 

The probability of transition of process from initial state 

)(aiS to final )( zjS  on trajectory )h(trij
 is defined on the 

basis of solution of integro-differential equations: 







dtrhtrhf

trh

ijkjijikij

ijij





 ))(()),((

)),((

0

    (4) 

As the trajectory is chosen (graph links are known) 

alternative variants of transitions on links, which are 

incidental to )(aiS position, are not considered. 

However, if on )( ijtrh  trajectory there is a transition with 

a logic condition and there are some trajectories it is 

necessary to calculate probability of this logic transition.  

The general number of this transition (on Petri-Markov 

net (PMN) [17–21]) numbering or Markov chain) is  , and 

current number of this transition according to )( ijtrh  

trajectory numbering corresponds to  
)( ijrthn  and this 

specified probability is: 

 
























Htrh

ijni

Htrh

ijni

fortrh

ortrh

ijtrh

ijtrh

)(

)(

;)),((-11

;f);),((

)(

)(

)(






  (5) 

 

If there is no any logic transitions on )( ijtrh  trajectory, 

there is probability that process will reach final transition by 

calculated time, and will get to last graph node.  This 

probability defined as follows: 
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 





dtf

jsko

jSspm

j

k

t

saSspmtji

a

aa

)(

),(,

),(

1 0

)()(,


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                  (6) 

 

Probability of 
)(, tji  is probability of threat realization. If 

there are transitions with logic conditions on this trajectory 

the procedure repeats for them. 

Then we create a dynamic fault trees through the 

introduction of dynamic vertex (which we use as operators), 

we define a set of dynamic and static nodes that allow you 

to build an adequate model of survivable information 

network of critical computer systems (SIN CCS). The 

procedure of use of n –inputs dynamic statement, the 

occurrence of input events in the interval ( T,0 ) the 

recurrence of the integral equation, which takes into account 

the sequence: 

 





dTASFftAS

dASftAS

T

n

T

nn

)())(1()()(

,)()()(

22

0

12

1

0







 

        (7) 

The use of this integrated model (7), instead of the 

Markov model, allowed us to remove the restriction on the 

proportionate distribution function. 

VI. THE SIMULATION RESULTS 

For the three server survivable CCS with frequency and 

consistent criteria for the recognition of components that 

fails or refuses, we construct a hierarchy of nested dynamic 

fault trees, Markov model is implemented survivability 

triple block servers with the incompleteness of the control 

and distribution of the failure modes of the dangerous and 

safe, the correction accuracy implementation of the basic 

events in the fault tree models that performs a "screening" 

flow disruptions special software to implement procedures 

for handling failures [17–19, 21]. 

The developed model enabled to make a calculation of 

indicators of survivability CCS and to give 

recommendations on the choice of parameters of 

computational procedures for the reduction process, broken 

by the problems with different ratios of the intensities of 

failures and permanent failures of network elements. The 

proposed model realized in MathCAD. A plot of the 

probability of failure of element SIN CCS on the number of 

retries in the interval (0,1 hours) to )/1(20 hr   and 

)/1(60 hr  at a fixed failure rate equal to 
6103,2  , is 

shown in fig. 7. 

 
Figure 7.  A plot of the probability of failure element SIN CCS on the 

number of retries 

 

The graph shows that a small number of 

retries )4( failures define low reliability, survival and 

cyber security of critical computer systems. As the number 

of retries )5( failures do not affect the reliability, survival 

and cyber security of critical computer systems, which in 

this case is completely determined by the flow of permanent 

failures. 

VII. CONCLUSION 

The main research results are: 

1) the general issues of cyber protection and survivability 

of critical computer systems (CCS) are regarded;  

2) the urgency of the problem and its current state is 

shown;  

3) the basic steps of creating a model of survival critical 

computer systems have been considered. 
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