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Abstract

The paper discusses encryption schemes such as pub-
lic key algorithms (RSA) and One Time Pads. It also
discusses various attacks on the RSA algorithm. A
brief introduction to Modular Arithmetic, which is the
core arithmetic of almost all public key algorithms, has
been given. In this paper We propose a variant to the
RSA algorithm which is effective in terms of speed.
Also it is more secure against low decryption exponent
attack. The security and the efficiency of the proposed

variant have also been discussed.
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Introduction

The data transferred from one system to another over
public network can be protected by the method of en-
cryption. On encryption the data is en-
crypted/scrambled by any encryption algorithm using
the ‘key’. Only the user having the access to the same
‘key’ can decrypt/de-scramble the encrypted data. This
method is known as private key or symmetric key cryp-
tography. There are several standard symmetric key
algorithms defined. Examples are AES, 3DES etc.
These standard symmetric algorithms defined are

proven to be highly secured and time tested. But the

problem with these algorithms is the key exchange.
The communicating parties require a shared secret,
‘key’, to be exchanged between them to have a se-
cured communication. The security of the symmetric
key algorithm depends on the secrecy of the key. Keys
are typically hundreds of bits in length, depending on
the algorithm used. Since there may be number of in-
termediate points between the communicating parties
through which the data passes, these keys cannot ex-
change online in a secured manner. In a large network,
where there are hundreds of system connected, offline
key exchange seems too difficult and even unrealistic.
This is where public key cryptography comes to help.
Using public key algorithm a shared secret can be es-
tablished online between communicating parties with
out the need for exchanging any secret data.

In public key cryptography each user or the device tak-
ing part in the communication have a pair of keys, a
public key and a private key, and a set of operations
associated with the keys to do the cryptographic opera-
tions. Only the particular user/device knows the private
key whereas the public key is distributed to all us-
ers/devices taking part in the communication. Since the
knowledge of public key does not compromise the se-
curity of the algorithms, it can be easily exchanged on-
line. In public key cryptography, keys and messages
are expressed numerically and the operations are ex-
pressed mathematically. The private and public key of

a device is related by the mathematical function called
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the one-way function. One-way functions are mathe-
matical functions in which the forward operation can be
done easily but the reverse operation is so difficult that
it is practically impossible. In public key cryptography
the public key is calculated using private key on the
forward operation of the one-way function. Obtaining of
private key from the public key is a reverse operation.
If the reverse operation can be done easily, that is if
the private key is obtained from the public key and oth-
er public data, then the public key algorithm for the par-
ticular key is cracked. The reverse operation gets diffi-
cult as the key size increases. The public key algo-
rithms operate on sufficiently large numbers to make
the reverse operation practically impossible and thus
make the system secure. For e.g. RSA algorithm oper-

ates on large numbers of thousands of bits long.

Mathematical Background-
Modular Arithmatic

Modular Arithmetic [1] is also known as “clock” arith-
metic. Basically a : b (mod n) if a= b+kn for some in-
teger k. If a is non negative and b is between 0 and n,
one can think of b as the remainder of a when divided
by n. Sometimes, b is called the residue of a, modulo
n. a is called congruent to b, modulo n. ‘;’ denotes con-

gruence

The set of integers from 0 to n-1 form what is called a
complete set of residues modulo n. This means that,
for every integer a, its residue modulo n is some num-
ber from 0 to n-1. This operation is called modular re-
duction.

The general problem that arises during public key en-
cryption schemes is to find two number ‘x’ such that 1

= (a*x) mod n where ‘@’ is the one of the keys used in
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public key encryption. This is also written as a-1 : x
(mod n). This modular inverse problem is difficult to
solve. Sometimes it has a solution sometimes not. For
example inverse of 5 modulo 14 is 3, and on the other
hand 2 has no inverse modulo 14. In general a-1 : x
(mod n) has a unique solution if a and n are relatively
prime. If n is a prime number then every number from 1
to (n-1) is relatively prime to n and has exactly one in-

verse modulo n in that range.

Proposed Cryptosystem

1. Choose random “large” prime integers p and q of roughly
the same size, but not too close together.
2. Calculate the product n = pq (ordinary integer multiplica-
tion)
3. Choose a random encryption exponent e = 3 that has no
factors in
common with either p-1 or g-1.
4.Calculate ed mod (p-1) * (g-1) =1
5.Encryption: ¢ =m®mod n
6.Decryption: choose a large value of d
M= c” mod n is similar to

vi =c®mod p and v, = cmod q

It is equivalent to

vy =™ @D mod p and v, = ¢ ™4 @D mod q.
or

C, =p™* mod g, and

u=(v,-v7)C,mod q.

Or

The final answer is:
c“modn=v; +up.
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A. Advantages of Proposed Cryptosystem

1.In our proposed cryptosystem, the encryption is faster in
comparison to current variants of RSA cryptosystem because
we are using e = 3. The binary representation of 3 is 011. It
contains only two 1’s. so it takes only 17 multiplications to
exponentiate.

2.Also our proposed cryptosystem is more secure against
low decryption exponentiation attack, because we are using

a large value of d.

Conclusion

In this paper, we discussed some existing variants of RSA
cryptosystem. We also proposed a novel cryptosystem. The

proposed cryptosystem is faster & it is also more secure.
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