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Abstract  
 

With the wide spread utilization of fingerprint 

based smart card identification system, estab-

lishing the authenticity of data itself has 

emerged as an important issue. This paper 

proposes a method based on the Steganogra-

phy. Two techniques, namely encryption and 

PRNG based embedding are used in LSB em-

bedding to enhance security. Also the perfor-

mance of the scattered LSB embedding tech-

nique is compared with that of sequential em-

bedding and is found to be superior in terms of 

PSNR and MSE values. 

Index Terms: fingerprint, smart card identifi-

cation, authenticity, stegnography, encryption, 

embedding and histogram. 
 

Introduction 
 

 Steganography is the art of hiding a mes-

sage signal in a host signal, such as audio, video, 

still images and text document without any imper-

ceptible distortion of the host signal. The basic 

idea of image data hiding is to hide the secret im-

age under the camouflage of the cover-image. 

There are, in general, two approaches that can be 

used for image data hiding. One approach is the 

spatial domain techniques and the second ap-

proach is the transform domain techniques. Spatial 

domain techniques usually embed the bits of the 

message directly into the least significant bits 

(LSBs) of the pixels of the cover image. This en-

coding is the simplest steganographic techniques, 

but the stego-image is sensitive, and not robust to 

operations such as blurring, cropping, lossy com-

pression, and addition of noise. The second type of 

stegnography method, is the frequency domain 

method, which is based on embedding the coeffi-

cients in the frequency domain (i.e., Discrete Co-

sine Transformation (DCT), Discrete Wavelet 

Transformation (DWT)). This type of technique is 

more robust with regard to common image 

processing operations and lossy compression. 

Another type of method is that of adaptive Stega-

nography which adapts the message embedding 

technique to the actual content and features of the 

image. For added security, the biometric applica-

tion stores and verifies users’ fingerprint informa-

tion directly on the Stegnography. The fingerprint 

information never leaves the card and is never 

stored in a database, thus protecting users’ digital 

identities. Privacy issues and security risks asso-

ciated with other biometric authentication methods 

are mitigated because the fingerprint credentials 

are stored and validated on the Stegnography 

which is constantly in the user’s possession. 
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Stegnography systems embedded with biometric 

data As shown in Figure, Stegnography systems 

embedded with biometric data such as fingerprint 

have enable more reliable applications such as 

home entertainment, personal identification and 

prepayment service. Stegnography can be used as 

a unique portable identity token for a wide area of 

personalized security services within business and 

government organizations. They support contact 

and contact-less communication interfaces and 

multiple authentication, identification, and autho-

rization methods, including single key, one time 

passwords (OTP), digital certificates (PKI), and 

biometrics. In addition to strengthening the securi-

ty, Stegnography also provides convenience to 

users and administrators with significant cost sav-

ings through consolidation of security services us-

ing a single identity credential. 

 

II) Existing methods 
The classic LSB steganography method which 

embeds message i.e. fingerprint into cover image, 

uses message bit stream to replace the cover im-

age’s least-significant bit (LSB) sequentially. A 

major goal in image steganography is to preserve 

the statistical properties of the host image to 

thwart statistical based steganalysis, however, 

these classical LSB steganography methods [1]  

introduce some distortions into the host signal’s 

and changes the statistical properties, which indi-

cates that certain manipulations of the signal. 
III) Proposed Method 

 In order to overcome the errors of the above clas-

sical LSB methods, this paper proposes a tech-

nique which performs scattered LSB embedding to 

preserve the histogram of the host signal.  For 

added security, this biometric application stores 

and verifies users’ fingerprint information directly 

on the Stegnography. The fingerprint information 

never leaves the card and is never stored in a data-

base, thus protecting users’ digital identities. Pri-

vacy issues and security risks associated with oth-

er biometric authentication methods are mitigated 

because the fingerprint credentials are stored and 

validated on the Stegnography which is constantly 

in the user’s possession. This paper proposes a 

method in which the cover images, which are 8 bit 

colour images, are used. The fingerprint images, 

which are to be hidden, are taken from FVC2004 

database. The header which has information about 

the hidden file, its size and filename and the fin-

gerprint image to be hidden are encrypted with an 

encryption algorithm, and the given password is 

used, before being written in the cover image. . 

The fingerprint image bits are not embedded in a 

linear fashion; but a pseudorandom number gene-

rator (PRNG) is used to choose the location to 

embed each bit of the fingerprint. The values gen-

erated by the pseudo-random number generator 

depends on the password; such that it is not possi-

ble to read the secret data in order to get the hid-

den file (not even the encrypted version), without 

knowledge of the password [2]. This encrypted 

image is stored by using the process of Stegnogra-

phy and during authentication; the fingerprint can 

be extracted from the cover image. The cover im-

age can be the photo of the person, so that it gives 

visual authentication [3]. 

 Embedding Process: 

1. Read the input cover image. 

2. Read fingerprint image to be hidden in the 

cover image. 

3. Obtain password from user. 

4. Encrypt the fingerprint image using the 

proposed method. 

5. Generate pseudo random number based on 

password and calculate the LSB’s to hide the 

image. 

6. Hide the fingerprint image in the cover 

image. 

7. Resulting image is called the stegno im-

age. 

Retrieving Process: 

1. Read stegno image 

2. Obtain password from user. 

3. Generate pseudo random number based on 

password to calculate the LSB’s to know the 

location, where fingerprint was hidden. 
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4. Retrieve the fingerprint image. 

5. Decrypt the fingerprint image 

6. Resulting image is the original cover im-

age. 

 
IV) RESULTS 

The results of the proposed method is as shown 

below for one cover image and the fingerprint im-

age, the above screen shot of the GUI also shows 

the decrypted fingerprint. 

 
The proposed method is tested for two important 

and most significant fidelity criteria, PSNR and 

MSE and the results have been tabulated along 

with a comparison of the existing method. 

Results of 10 database images in terms of PSNR 

values 

Data 

Base 

Existing Ex-

traction(DB) 

Proposed Ex-

traction(DB) 

1 45.17 54.02 

2 44.61 52.85 

3 45.21 54.65 

4 43.56 55.74 

5 42.89 53.54 

6 46.23 55.45 

7 44.85 53.64 

8 42.9 52.25 

9 43.65 53.65 

10 42.7 52.1 

 
Results of 10 database images in terms of MSE 

values 

Data 

Base 

Existing Extrac-

tion(DB) 

Proposed Ex-

traction(DB) 

1 2.65 1.05 

2 2.54 1.21 

3 2.32 1.1 

4 2.7 1.25 

5 2.56 1.07 

6 2.21 0.95 

7 2.35 1.15 

8 2.48 1.23 

9 2.67 1.32 

10 2.32 1.12 

V) Conclusion 
In this paper, a new method for advanced stegno-

graphy for fingerprint analysis and authentication 

has been proposed and the output results have 

been compared with the existing methods in terms 

of fidelity criteria PSNR and MSE. The results 

show that the proposed method gives better results 

in terms of both PSNR and MSE.  
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